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Toward Dynamic Topology Obfuscation for IoT
Networks With Evolutionary Defense

Xiang Yang, Zhentian Zhong, Yue Chen, Xiaohui Li

Abstract—Traditional defenses against Distributed Denial of
Service and link flooding attack in Internet of Things (IoT)
networks, such as static network topology obfuscation and traffic
engineering, suffer from critical limitations. These include high
computational overhead that is incompatible with low-power
devices, rigid policies that are vulnerable to evolving attacks,
and isolated modules that create exploitable gaps. Accordingly,
a new problem setting for IoT network defense is introduced,
i.e., dynamic open-world network defense that poses two critical
tasks: 1) open defense, aiming not only to mitigate attacks from
known patterns but also to detect and counteract unknown adver-
sarial strategies through real-time traffic analysis and adaptive
obfuscation and 2) dynamic adaptation, aiming to continuously
learn new attack types (e.g., novel probing techniques or topology
inference methods) without retraining the entire model while
preserving robustness against previously encountered threats
and avoiding catastrophic forgetting of learned defense policies.
To address these problems, we propose OptiPathNet, a unified
framework integrating multiobjective evolutionary optimization
with dynamic topology obfuscation and real-time traffic analysis.
At its core, OptiPathNet leverages two innovations. First is a
GAN-based constrained multiobjective evolutionary algorithm-
based method that dynamically balances security, latency and
energy efficiency through Pareto-optimal tradeoffs, reducing
attackers’ topology inference accuracy while ensuring con-
trol packet delays and consumption. Moreover, a synergistic
detection—obfuscation framework combining lightweight traf-
fic classification with adaptive obfuscation policies, enabling
protocol-compliant noise injection to disrupt both reconnaissance
for traceroute-based probing and forensic analysis for timing-
based attack traces. Evaluations across IoT scenarios, i.e., smart
cities and industrial systems, demonstrate OptiPathNet’s supe-
riority over the state-of-the-art methods. Reduces the structural
similarity between the attacker-inferred and real topologies by
43 %, while the delay overhead was reduced by 17 %, and achieves
optimal defense in 95% of the scenarios tested. By transforming
IoT’s inherent constraints, including resource limitations and
dynamic topologies, into defensive assets, OptiPathNet estab-
lishes a scalable, adaptive security paradigm for next-generation
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networks, bridging the gap between theoretical innovation and
practical deployment in resource-constrained environments.

Index Terms—Dynamic adaptation, Internet of Things (IoT)
security, link flooding attacks (LFAs), multiobjective evolutionary
optimization, topology obfuscation.

I. INTRODUCTION

HE Internet of Things (IoT) has gained attention for its
T ability to enhance user services. However, 10T systems
face various security threats, one of the most serious being
Distributed Denial-of-Service (DDoS) attacks driven by bot-
nets [1], [2], [3], [4]. In recent years, a new type of DDoS
attack known as link flooding attack (LFA) [5], [6], [7], [8], [9]
has emerged, posing a serious challenge to Internet availability.
Research exemplified by the Coremelt attack [10] shows that
using target-agnostic traffic can create wide-area link conges-
tion, causing large-scale disruptions without directly targeting
specific hosts. This highlights the potential of indirect attack
methods to undermine network integrity and performance.
LFA disrupts many communication networks by inundating
critical infrastructure, such as routers and bottleneck links.
In 2016, the Mirai botnet executed a large-scale LFA using
infected IoT devices, including smart cameras and home
routers [11]. This attack paralyzed multiple Internet service
providers and IoT service platforms worldwide, affecting
millions of users. In 2020, an LFA attack targeted smart
city infrastructure. It disrupted traffic monitoring systems and
smart grid management platforms in a European country, caus-
ing significant economic losses and service interruptions [12].
According to CloudFlare statistics, DDoS attacks on the IoT
infrastructure have been increasing rapidly in recent years,
underscoring the urgent need to address these threats [1], [13].

To launch an LFA, attackers target critical network links
that handle aggregated traffic. For example, the Crossfire
attack [5] enhanced its effectiveness by utilizing path discovery
tools, such as traceroute, to pinpoint and precisely inundate
bottleneck links in specific regions, facilitating coordinated
and stealthy disruptions. Although encrypted communica-
tion mechanisms, such as VPN tunnels and onion routing
(e.g., Tor), offer some degree of traffic anonymity, their
primary design goals focus on protecting message content
and source—destination associations, rather than defending
against structural link-level attacks. This vulnerability is espe-
cially pronounced in resource-constrained environments like
IoT networks, where the overhead and complexity hinder
scalability. Moreover, LFA attackers typically do not rely on
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precise end-to-end path knowledge. Instead, they infer partial
or full topologies using repeated measurements, replays, and
spoofing to disrupt targeted links. Thus, defending against such
attacks calls for dedicated topology obfuscation methods that
counter structure-aware threats.

Defense strategies against LFA can be categorized into
passive and active defenses. Passive defense uses traffic
engineering to mitigate attack impacts and restore network
functionality [9], [14], [15], [16], [17], while active seeks
to obfuscate network nodes and links to deter attackers
from identifying targets [18], [19], [20], [21], [22], [23].
Various topology obfuscation techniques have been developed
to enhance security in IoT networks, with dynamic network
topology obfuscation (NTO) emerging as a leading solu-
tion [18], [19], [20], [24], [25], [26], [27], [28], [29]. NTO
creates a secure virtual topology to prevent attackers from
identifying critical nodes. Technologies like NetObfu [30]
generate fake identities, Linkbait [20] redirects traffic to
less critical paths, EqualNet [26] balances path tracking
to weaken topology reasoning, and NetHide [27] aims for
a balance between security and availability. Additionally,
machine learning approaches, such as Proto [28], implement
advanced obfuscation methods. However, building a robust
virtual topology faces three challenges: 1) limited adaptability
to evolving attacker strategies; 2) high computing and network
overhead; and 3) absence of joint optimization between topol-
ogy obfuscation and attack detection.

To address the above challenges, we propose OptiPathNet,
which advances dynamic NTO technologies through the
integration of a GAN-based constrained multiobjective evolu-
tionary algorithm (GCMOEA). It establishes a collaborative
framework that merges dynamic obfuscation with traffic
detection, thereby enhancing the efficiency of the defense
mechanism. The proposed method encompasses two primary
components.

1) Obfuscation-Detection Collaboration Module: This
module integrates knowledge distillation (KD) to reduce
detection complexity, while enabling feedback-driven
adaptive obfuscation.

2) GAN-Based Constrained Multiobjective Evolutionary
Optimization Module: This module dynamically
optimizes obfuscation parameters by simultaneously
balancing obfuscation strength, Quality of Service
(QoS), and computational overhead.

Experimental results demonstrate that OptiPathNet

reduces topology reconstruction similarity by 43% with

only 17% delay overhead, achieving optimal defense
in 95% of test scenarios, confirming its practical
robustness. Our main contributions are summarized as
follows.

1) Unified Defense Architecture: OptiPathNet establishes
an adaptive defense architecture that tightly couples
dynamic obfuscation with traffic detection in a feedback-
driven loop, enabling intelligent, low-overhead, and
real-time strategy refinement against evolving threats.

2) GAN-Augmented Multiobjective Topology Obfuscation:
The design integrates GAN-driven multiobjective
optimization to co-adjust obfuscation strength and
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service quality in real time, achieving superior resilience

and adaptability compared to conventional approaches.

3) IoT-Compatible Design: The design pioneers a

lightweight, self-adaptive architecture that safeguards

against topology inference attacks while flexibly accom-

modating heterogeneous low-power IoT protocols,

ensuring broad applicability and deployment feasibility.

The remainder of this article is organized as follows.

Section II outlines the scenarios and the topology inference

model. Section III details OptiPathNet, and Section IV com-

pares it with state-of-the-art baselines, presenting experimental
results. Finally, Section VII concludes the study.

II. TOPOLOGY INFERENCE MODEL

This section discusses two representative topology inference
strategies employed by adversaries during the reconnaissance
phase of lateral movement: 1) internal cooperative topol-
ogy inference and 2) external end-to-end topology inference.
These models reflect distinct but complementary approaches
to adversarial path discovery and serve as critical precursors to
targeted attack planning. While the core objective of this work
is to defend against the later, we also propose a lightweight
countermeasure to address the former, thereby enhancing
the robustness of the defense under diverse reconnaissance
scenarios.

1) Internal Cooperative Topology Inference: This model
operates under the premise that the attacker has control
over multiple internal hosts within the target network.
By coordinating their probing efforts, often employing
low time-to-live (TTL) packets, such as ICMP or UDP-
based probes, the attacker gathers responses, including
time-exceeded messages, to reconstruct internal routing
paths. Furthermore, variations in hop-level round-trip
time (RTT) can be leveraged to identify high-load or bot-
tleneck links with greater precision. This model achieves
high inference accuracy with minimal probing overhead,
owing to the reliability and stability of its internal paths.
However, its practical application is constrained by the
strong assumption of internal compromise, which may
not hold in many real world.

2) External End-to-End Topology Inference. This model
assumes that the attacker only has control of the
communication endpoints, typically involving multiple
receivers and a single source, without access to internal
network components. The attacker manipulates traffic
characteristics, such as packet size, interarrival time,
or protocol type, to induce and observe variations in
performance metrics (e.g., delay or loss rate) at the
receivers. These observations are then used to infer
the underlying network structure and the distribution of
load. In this study, we assume the attacker employs a
recursive neighbor joining (RNJ)-based inference algo-
rithm, which constructs a tree-like similarity graph of
end-to-end paths based on observed link-level attributes.
This approach enables the attacker to probabilisti-
cally identify critical forwarding links without requiring
internal access.
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Fig. 1.  Topology inference model. (a) Internal inference. (b) External
inference.

A. Internal Cooperative Topology Inference

1) Attack Model: In the internal inference model, attackers
utilize tools, such as traceroute to manipulate TTL values and
determine network paths during the reconnaissance phase. As
shown in Fig. 1, a representative example involves sending
a packet with a TTL value of 6, which results in an ICMP
time-exceeded response from router d3. The response reveals
the router’s IP address R;, enabling the attacker to map the
sequence of IP addresses along the path between s3 and d3 as
follows:

Path(s3, d3) = {s3, RI'=1, RI=2, RUI=3 RI=4 RUI=S g3}, (1)

The delay for a specific link from R; to R;, such as (Ry, R5),
can be calculated based on the difference in delays measured
at subsequent hops

Tryks = Tiisay = Toy - 2

Then, bottleneck links that are potential targets for concen-

trated attacks, such as DDoS or LFAs, are identified

(R?‘,R;k) = arg max (TR,»R_,-, Freq(Ri,Rj)) 3)
(Ri.R;)

where Tg,—.g; represents the maximum delay for a specific
pair of (s3, d3), and Freq(Ry—1, Ry) represents the frequency
of occurrences of the link in multiple Path (s3, d3).

2) Defense Strategy: This defense scenario assumes that
the attacker has already gained control of several internal
nodes, typically located at the edges of the topology. These
nodes are capable of launching low-TTL probe packets (e.g.,
ICMP or UDP) that reach only a few hops and then trigger
ICMP Time Exceeded replies. By aggregating such responses
across multiple nodes, the attacker attempts to infer internal
routing structure and identify key links.

To counter such behavior, a common defense strategy is
to proactively modify the TTL values of certain low-TTL
probe packets, particularly those targeting key links. This
modification makes it appear that the probing path traverses
more hops than it actually does, effectively flattening the
topology and obfuscating path depth. The defense mechanism
is designed with the following objectives.

IEEE INTERNET OF THINGS JOURNAL, VOL. 12, NO. 21, 1 NOVEMBER 2025

1) Security Objective: Achieve a more balanced traffic
distribution across paths, preventing attackers from iden-
tifying highly concentrated flows that reveal bottlenecks.

2) Usability Constraint: Ensure that the modified responses
do not disrupt normal business routing behavior. In
practice, this often involves blending real and spoofed
topology responses in a way that minimizes structural
distortion.

B. External End-to-End Topology Inference

1) Attack Model: External end-to-end topology inference
is predicated on the measurement of end-to-end delays, as
exemplified in Fig. 1, which portrays the utilization of the
back-to-back detection approach. In this instance, we define
Tg(i 4, as the measured one-way delay of the rth probe
from the source node s to the target node d;. A value of
T;i 4 = 0o signifies that the destination d; did not receive
the rth probe. We utilize Tsm_ifdi = min; Ts(i 4 10 estimate the
propagation delay from source s to destination d;. Moreover,
we introduce the symbol p(s, d;) to denote the total length of
the path from source s to destination d;. Similarly, 5(s, [d;, d;])
represents the total length within the shared portion of the
paths from source s to destinations d; and d;. Assuming that
an attacker consecutively transmits small, large, and small
packets, denoted as py, j1, and pa, respectively. Here, p; and p;
are destined for the same endpoint dy4, while j; is addressed to
destination d3. By measuring the discrepancy in arrival times
between j; and pp, we can ascertain the end-to-end length
[6(d3), p(s,ds)] and the shared path length o(s, [d3, d4]) by
employing explicit estimators

pA(Sa dy) = Vﬁr(Ts—>di)

A(s. [di dj]) = cOv(Tsog;. Tsmsqy) @)
where
. | N 2
var(Tg_>d,~) = Z(Ts%dl Ts—»d,»)
=1
o (Tomdys Tsms ) = P (THd, THd,v)
t=1
(1)
(Ts—>d TY—W'j)
1 n
T _ (0
Tima =~ 21: T . )
=

The source node denoted as s, a set of target nodes denoted
as D, the end-to-end length denoted as o (s, D) , the shared path
length denoted as (s, D?), and a length threshold denoted as
A > 0, which are derived from RNJ algorithm [31]. Then, the
node and edge set are defined as follows:

V={s}uUD
E=2. (6)
Afterward, determine i* and j* to maximize o(s, [i*,j*]),
and select arbitrarily from multiple candidate solutions

bl .7 — s [.K]) = 5 )
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A node f is created to serve as the parent of i* and j* and
then proceeds to update the set

D = D\{i*.j"}
V=VuUif}
E =EU{(f. i), (f.J°)) (®)

The following path length 4(f, i*), o(f,j*) are calculated:

i) = b(s. i) = A(s. [.7])
A(F.J7) = p(s.J%) = A (s, [, °])- ©)

Then, the connections can be updated. For each node k € D,
it should be connected to f, and the shared path length and
set should be updated accordingly

pUf k) = pls. k) — p(s, [i*,)7])

NIV
pGs. [k f1) = %[ﬁ(s, [k, 1) + A (s. [k, j1)]
D=DU{f}

pls.f) = p(s.[1*.J7]) (10)

where, when there is only one node k remaining in set D, it is

necessary to connect the source node s to node k and update

the edge set. If multiple nodes remain in set D, the above steps
must be repeated

E=EU (s, k). (11)

We denote the final tree 7 = (V, E), where V corresponds
to the set of nodes and E corresponds to the set of edges. The
length of each edge e is denoted by p(e) for all e € E.

The proposed attack model is conceptually aligned with
CrossPoint [7], which highlights iterative, fine-grained topol-
ogy inference through end-to-end probing and historical path
analysis. On this basis, we consider adversarial sensitivity to
both latency and TTL variations, and introduce a structure-
aware delay adjustment and TTL emulation mechanism for
obfuscation resilience.

2) Defense Strategy: This scenario assumes the attacker
has no control over any internal node and can only manipulate
communication between end-hosts. The attacker sends cus-
tomized probe traffic between sending and receiving endpoints,
then infers intermediate link properties based on round-trip
delay patterns.

In this case, a commonly adopted defense strategy is
delay-oriented topology camouflage. Specifically, slight delays
are added to selected packets traversing key links, thereby
distorting RTT-based inferences and introducing structural
deviation between the perceived and actual topologies. The
design objectives here are as follows.

1) Security Objective: Minimize the structural similarity
between inferred and true topologies to confuse the
attacker’s path reconstruction.

2) Usability Constraint: Maintain acceptable total end-to-
end latency to avoid significant impact on user-perceived
service quality. This requires precise control over added
delays so as not to degrade network performance.
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III. OPTIPATHNET FRAMEWORK

To address the critical challenges in topological obfusca-
tion, including limited adaptability, fragmented strategies, and
computational inefficiency, we propose OptiPathNet, a uni-
fied framework that dynamically optimizes multidimensional
defense objectives while seamlessly integrating traffic detec-
tion mechanisms. The proposed methodology consists of two
tightly coupled components.

1) OptiPathNet presents a unified defense architecture that
couples dynamic topology obfuscation with lightweight
traffic detection in an adaptive feedback loop. Detection
outcomes continuously inform obfuscation strategies,
enabling attacker-aware, resource-efficient, and real-
time defense adaptation without unnecessary network
overhead.

2) We propose a GAN-enhanced multiobjective
optimization module designed to refine obfuscation
strategies by simultaneously optimizing two critical
objectives.

a) Path Delay Adjustment: The expected communi-
cation delay between nodes R; and R;, denoted as
Tr,—R,» serves as a key indicator of service quality.
This objective ensures that obfuscation does not
excessively degrade network performance.

b) Path Similarity Constraint: The normalized shared
ratio, Py (s, [di, d;]), measures the structural sim-
ilarity between the true path and its obfuscated
counterpart. This metric helps design deceptive
paths that closely resemble the true route, thereby
increasing the probability of attacker misjudgment
while preserving functional connectivity.

A. Overall Architecture

To effectively mitigate topology-aware attacks LFA and
DDoS, our primary objective is to disrupt precise topol-
ogy inference by adversaries. However, real-world network
environments often exhibit a significant presence of benign
probing traffic alongside malicious flows. To address this, we
incorporate a lightweight, model-driven traffic classification
mechanism that enables targeted, adaptive defense without
compromising system usability.

As illustrated in Fig. 2, incoming traffic at critical network
nodes (e.g., core routers and edge firewalls) is first processed
through a compact classifier distilled from an offline-trained
deep model. This module categorizes flows into three types:
1) malicious probing traffic (red), which exhibits stealthy path
exploration characteristics and is prioritized for suppression to
safeguard structural privacy; 2) benign communication traffic
(blue), which is nonprobing and must be preserved with
minimal disruption to uphold service quality; and 3) suspicious
probing traffic (gray), which displays RTT-based or path-
scanning features suggestive of structural inference attempts.
The third category is the principal target of our topology
obfuscation strategy.

Upon detection of suspicious flows, the system activates
a delay-aware camouflage module that dynamically generates
delay injection rules. These rules are computed in real-time,
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Fig. 2. Framework of OptiPathNet.

conditioned on the current load status and routing policy
constraints, and are designed to alter the perceived link
characteristics without degrading the QoS for legitimate flows.
This mechanism reduces the topological fidelity of attacker
observations while ensuring compliance with performance
constraints. Fig. 2 further distinguishes between internal coop-
erative and external end-to-end probing behaviors to inform
differential defense strategies. While our design predominantly
targets the latter, this classification framework supports fine-
grained response mechanisms tailored to diverse adversarial
reconnaissance modalities.

Specifically, OptiPathNet comprises two primary modules.

1) Topology Obfuscation Mechanism  Grounded in
Multiobjective Evolutionary Algorithm: The topology obfus-
cation algorithm, leveraging a multiobjective evolutionary
approach, allows OptiPathNet to implement targeted
obfuscation strategies for varying types of probe traffic. In
internal collaborative detection traffic, the system mitigates
the adversary’s capability for topological reasoning by
modifying TTL values and creating virtual nodes, thereby
offloading traffic from critical bottleneck links to diminish
their relevance to potential attackers. The system dynamically
identifies critical links regarding external end-to-end detection
traffic, discerning which paths necessitate increased delays.
These delay values are optimized through a multiobjective
evolutionary algorithm to achieve delay homogenization while
effectively balancing the effects of topological confusion and
QoS.

2) Collaborative Optimization Framework for Dynamic
Obfuscation and Traffic Detection: Under the collabora-
tive design of dynamic topology obfuscation and traffic
identification, OptiPathNet integrates a distillation-optimized
lightweight malicious traffic detection model. The core objec-
tive is to maintain high detection accuracy while substantially
reducing resource consumption, addressing the stringent
latency, computation, and memory constraints typical of IoT
environments. Rather than designing a lightweight architecture
from scratch, the approach leverages KD from an exist-
ing high-capacity classifier. A teacher—student framework is
employed, wherein the student model learns to approximate
the output distribution of the teacher while significantly com-
pressing parameter size and inference overhead, thus achieving

a balance between efficiency and detection fidelity. The model
filters out identified nonprobing malicious traffic, retaining its
features for further reference, while allowing benign communi-
cation to proceed uninterrupted. For probing traffic, subsequent
analysis is performed to distinguish between internal cooper-
ative and external end-to-end reconnaissance behaviors.

Moreover, OptiPathNet integrates a dynamic policy update
mechanism that empowers the network to adapt its obfuscation
strategies at varying levels of granularity within the IoT
environment, responsive to temporal changes and evolving
conditions. OptiPathNet aims to optimize network security
while ensuring stability and communication efficiency by con-
sistently applying and recalibrating the established obfuscation
strategies.

B. Traffic-Aware Dynamic Obfuscation—Synergistic Defense
Framework

The synergistic framework for dynamic obfuscation and
traffic analysis involves fine-tuning a pretrained patch gen-
eration model to categorize various traffic types, including
probe traffic. This process begins with extensive pretraining
on distinct sets of malicious and benign traffic, followed by
fine-tuning with a smaller dataset tailored to the current task.
Model distillation is incorporated to maintain high detection
rates and low false positives while minimizing network load.

For this, the Flow-MAE model uses masked autoencoders
(MAESs) [32], with its core design centered on self-supervised
learning to extract discriminative representations directly from
raw network traffic. Unlike traditional approaches that rely on
handcrafted statistical features, the Flow-MAE model operates
on byte-level flow sequences. After preprocessing steps, such
as session segmentation and length normalization, the input
traffic is partitioned into fixed-length patches, a subset of
which is randomly masked. The encoder learns contextual rep-
resentations from the unmasked patches, aiming to reconstruct
the masked portions during training. This process encourages
the model to capture temporal dependencies and contextual
structures inherent in network flows. Following pretraining, the
original decoder is replaced with a lightweight fully connected
classifier, and the model undergoes supervised fine-tuning for
multiclass traffic classification.
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Transformer-based encoder incurs considerable computational
and memory overhead, limiting its applicability on resource-
constrained devices. To address this, we introduce a KD
framework wherein the pretrained Flow-MAE serves as the
teacher model. A smaller student model is trained to approxi-
mate both the soft output distribution and intermediate feature
representations of the teacher. The resulting Distilled-Flow-
MAE achieves substantial reductions in model size and
inference cost while retaining classification accuracy, thus
enhancing its practical deployability and responsiveness in
real-world network security scenarios. The algorithm design
for traffic classification is illustrated in Fig. 3.

1) Preprocess and Pretraining: Building on Flow-MAE
research, packets (P = {p;li =1,2,3---}) are segmented into
sessions (S = p; | pj € P) by quintuple, then further split into
bursts (B = pi | pr € S) to capture network traffic patterns.
Explicit identifiers like MAC, IP, and port fields are removed
to reduce bias. Bursts are then standardized to a uniform length
using padding and cropping, followed by generating attention
masks using masked sequences

{max —LB ;
B— BHO . if ZB '< EMAX’ (12)
B[0:0max], otherwise
168 0fMAX =8 if ¢ < pax
M= { 1tmax otherwise (13)

where {pax represents the maximum limit input length of
MAEJ[32], while £p signifies the actual length of the burst
flowB. The input sequence B is initially encoded using a 1-D
convolutional layer by the MAE, generating nonoverlapping
contiguous segments referred to as patches (P)

14
ConviD(B) — P = {pi IpieRyi=01,... [731 - 1}
(14
where d represents the number of output channels, and k
denotes the convolution kernel size. The attention mask M

determines whether p; is generated from bytes padded or B,
based on the mask sequence M

M={m;|me{0,1},i=0,1,...,|P| =1} (15)

Finally, positional embedding encodes the positional
information of each patch into the model, denoted as follows:
Pos(i) € R". (17)

In pretraining, random masking and shuffling are applied to
the generated patches. Each patch p; has a masking probability
r (where 0 < r < 1), making it invisible during training. The
patches are then divided into visible (P,) and invisible (P,,)
subsets, with a category patch (p.; = Od) added to form the
input P, = {pcis}||P, for the encoder.

The Masked Encoder, based on the transformer architecture,
uses self-attention to capture relationships between P, at
various hierarchical levels, resulting in latent representations
Pi+1 = Encoder;(P;, M,). The Decoder reconstructs blocked
patches using self-attentive blocks. Decoding begins with
an “Unshuffle” operation, where placeholders are inserted at
masked positions, and visible patches are returned to their
original spots

Pj < Unshufiie(Pys;, 07,07, ..., 07) (18)
where |Pg| = |Py| and |04, ...,0% = |Pm|, the decoder
replaces placeholders with recovered patches, denoted as
Pi+ 1" = Decoder;(P!). The pretraining loss is evaluated
using the mean-square error (MSE) between the recovered
patches (P)) and the original masked patches (Py,)

Lpre-train = MSE(,P;» Pm)
|Pm I -1

/
= Py, — Pmill2-
M=o

19)

(20)

2) Finetuning: Using large-scale unlabeled traffic for
pretraining allows the encoder to generate deep latent represen-
tations for any given burst, which can be leveraged for various
tasks, thus addressing data scarcity for task-specific traffic
classification. During the fine-tuning process, the pretrained
encoder and associated parameters are retained, while the
decoder is replaced with a fully connected linear classifier
for classification. The loss function is the cross-entropy loss,
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quantifying the disparity between the predicted probability
vector and the true label probability

LcrossEntropy = R - CrossEntropy (R . Softmax(f/ ), Y)
eXp ()

- Z 8 S e (5)

where, for a class1ﬁcat10n task with ¢ categories and input
burst B, the true label probabilities are ¥ = {y1, y2, ..., Y¢},
and the predicted probabilities are Y=L, .. e )

3) Knowledge Distillation: Larger models often result in
increased inference times to detect malicious traffic in IoT
environments, making real-time responses more challenging.
KD [33] can help compress models and enhance the under-
standing of sample similarity. Our study proposes a framework
utilizing a heterogeneous teacher model and a relation miner to
extract specific traffic knowledge while minimizing knowledge
contrast loss. This approach includes the following strategies.

1) Response-based KD aims for the student model to

replicate the teacher’s predictions by minimizing output
differences.

2) Feature-based KD aligns the teacher and student mod-

els’ internal feature representations.

3) Relation-based KD focuses on capturing the structural

relationships within the feature representations of both
models.

= Vi 21

C. Multiobjective Evolutionary Topology Obfuscation

Multiobjective evolutionary topology obfuscation provides
a unified control interface for OptiPathNet, generating a topol-
ogy obfuscation rule table (TORT) for each network interface
as shown in Figs. 4 and 5, which illustrate the link target
determination for delay obfuscation and the multiobjective
optimization process for delay computation, respectively.
This approach deliberately delays identified probe packets,
preventing attackers from accurately inferring the network
topology, resulting in an obfuscated structure with misleading
bottleneck links. The obfuscation module must meet the
following criteria.

1) Security: The Attacker’s inferred topology should sig-

nificantly differ from the actual network.

2) Deception: Delay increments should remain within man-

ageable limits to ensure operational integrity.

3) Efficiency: The policy generation must be rapid to

maintain performance.

4) Concealment: Bottleneck identification should signifi-

cantly diverge from the true layout.

The process consists of two stages: identifying links for
delay increases or adding virtual nodes and optimizing delay
increments. The precise TORT is ultimately produced through
iterative processes, relying on network stability for effective
obfuscation.

1) Max Delay Table Determination: In the initial stage,
the maximum delay value table is computed to identify links
needing delay increases. This is illustrated on the right side of
Fig. 1, simulating an attacker probing traffic along s3—d3 and
s3—d;. If the delay of s3—d3 significantly exceeds that of s3—
di, it indicates potential topology inference issues or critical
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Algorithm 1: Maximum Delay Table Determination

Input: G: Graph with nodes and edges; D: Link delay
dictionary
Output: G: Acyclic graph; MDT: Max delay table
1 /% Remove the shortest link in the
shortest cycle x/
2 while G has cycles do
3 L RemoveCycle(G)

4 /% Initialize the Max Delay Table %/
5 MDT < Dict

6 foreach n € G do

7 vis < Set

8 foreach nbr € n.neighbors() do

9 MDT[n][nbr] < (n, nbr, D[n, nbr))

10 vis < {nbr}, q < [nbr]

11 /% Find the maximum delay path x/
12 while ¢ do

13 cur < dequeue(q)

14 foreach next € cur.neighbors() do

15 if next ¢ vis then

16 /* Check if the current

path delay is greater than
the stored max delay */

17 if D[cur, next] > MDT|[n][nbr][2]
then
18 MDT[n][nbr] <

19
(cur, next, D[cur, next)) ;
20 q.enqueue(next);

21 vis.add(next);

22 return G, MDT

links in the path. As delay adjustments are unidirectional, the
strategy involves increasing the delay of Rj—R4, which then
becomes part of the delay-increase link set. Maximum delay
comparisons between links determine significant disparities,
guiding whether R1—R5 should also be included. If R1—R4 has
the highest delay, it is identified as a bottleneck, necessitating
traffic management through TTL adjustments. Thus, the max-
imum delay for each node in various directions is established.
The breadth-first search (BFS) algorithm, described in [34],
calculates the maximum delay for each node along a specific
interface and updates the MDT accordingly.

For example, to compute the maximum delay of R1 along
RS, the RI1-R5 link is added to the MDT with its delay
set as the maximum. As RS is processed, the delays of its
connected links (R13 and R12) are evaluated, updating the
MDT. This iterative process continues until all leaf nodes
are processed. The algorithm, mentioned in Algorithm 1,
includes two steps: 1) removing rings to prevent loops and
2) using BFS to identify the bottleneck delay link for MDT
construction.

Extracting the network backbone is crucial for computing
the MDT, focusing on maximum delays in different directions.
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Fig. 5. Multiobjective optimization for delay computing.

Algorithm 2: Determine Latency and TTL Strategy

Input: G: Graph with nodes and edges; MDT: Max
delay table; D: Link delay dictionary
Output: delay_add: Links needing delay added; #!_add:
Links needing TTL added

1 /% Initialize delay_add and TTL_add */

2 delay_add < Dict

3 ttl_add < Dict

4 foreach n € G do

5 /* Find the maximum delay for the
current node x/

6 max_delay <— max(MDT|[n])

7 foreach each nbr € n.neighbors() do

8 delay_add[n][nbr], ttl_add[n][nbr] < False

9 /% Check if the current link delay

is less than the maximum delay s/

10 if MDT[n][nbr] < max_delay then

1 ‘ delay_add[n][nbr] < True

12 else

13 L itl_add[n][nbr] < True

14 return delay_add, ttl_add

Due to ring structures in real-world topologies, identical delays
can occur in multiple paths, necessitating the removal of links
with negligible delays to achieve a loop-free network.

2) Delay Value Calculation and Virtual Node Assignment:
In the second stage, the delay increment value, represented as

H I Final population P = x |

‘Obfuscate TORT !

the variable x, is optimized by integrating security, deception,
and bottleneck concealment. A multiobjective evolutionary
approach combining GAN with a population-based algorithm,
GMOEA [35], is used, with additional constraints introduced
to expedite evolution and enhance outcomes. This is referred
to as the GCMOEA.

Determining which links require added delay or TTL based
on the MDT is essential. If the MDT of the current interface
is lower than others, the delay is increased; if it equals the
maximum MDT, TTL is added. The algorithm for this process
is detailed in Algorithm 2.

The added delay values can be optimized with specified
objective functions and constraints as follows:

minfi (x) = Simi(7, T")
TED(T, T’)
~ T TED(T. Z) + TED(T', Z)
f(x) = Cost(T, T')
)
ijeD dij
f3(x) = —Dist(l. lj)
H(nle, nléx) + H(nle, nl};)
- 2dr
s.t.0 < x; < max(MDT), i=1,...,N

g1x) =fix) —F1 =0

22X =HX)—F2=0 (22)
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where Simi employs normalized tree edit distance (TED) to
assess the similarity between the obfuscated topology T’ and
the original topology 7, with Z representing the zero-node
tree. The variable Cost indicates the growth delay ratio, taking
into account the delay correlations d; ; and d between nodes
in both topologies. The notations 7y, nle, ny, and ny
refer to the starting and terminating nodes of the original and
fabricated bottleneck links, respectively, while dr indicates the
longest network path.

The variable x; is bounded between 0 and the maximum
network delay, with constraints g1 (x) ensuring that similarity
does not exceed 0.8 and g>(x) capping growth delay at 0.8. The
GCMOEA approach optimizes x for Pareto solutions using
an elite reservation strategy for multiobjective optimization
via GAN. The algorithm initializes a population P of size
N, classifying solutions as “real” or “fake” through the GAN
discriminator. Half of the population is labeled as fake for
further refinement, and the GAN minimizes the discriminator
loss during training.

To enhance robustness in constrained multiobjective
optimization, GCMOEA integrates an adaptive constraint-
aware ranking mechanism that jointly considers feasibility,
constraint violation degree, dominance relations, and
objective-space density. This approach enables the algorithm to
effectively maintain evolutionary pressure in both feasible and
infeasible regions, facilitating convergence while preserving
diversity.

Given the solution X;, the total constraint violation is defined
as

K
Gi =) max(0, g(x)
k=1
where g (x;) denotes the kth inequality constraint, and K is the
number of constraints, which is set to 2. To incorporate con-
straint information into selection, we redefine the dominance
relation Dom(i, j) as

(23)

true, if G;=0, G; >0
.. ) true, if G; = G; _OandFl<F
Dom(@/) =1 true, if G; > 0, G; > 0 and G; < G; *Y
false, otherwise

where F; denotes the objective vector of x;. This refined
dominance structure ensures that feasible solutions are always
preferred over infeasible ones and promotes progression
toward feasibility when all candidates are infeasible.

To further differentiate among solutions, we define a raw
fitness score for x; based on the number and quality of other
solutions it dominates

RG= Y IS0 (25)
j:Dom(j,i)=true
where S(j) is the support set of x; defined as S(j) = {k |

Dom(j, k) = true}. This formulation prioritizes solutions that
dominate many strong candidates. In parallel, a density penalty
term D(i) is introduced to avoid overcrowding in the objective
space

D) = m (26)
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where dl(k) is the Euclidean distance from x; to its kth nearest
neighbor in the objective space, and ¢ > 0 is a small
constant to avoid division by zero. The final fitness value is
computed as

Fitness(i) = R(i) + D(i) 27

enabling a balance between convergence pressure and solution
diversity.

Building on this fitness-guided ranking mechanism,
GCMOEA selects high-potential solutions—particularly those
exhibiting distinctiveness from the current Pareto front—as
pseudo-labeled elite samples for generative modeling. These
samples serve as reference points for the training of the GAN-
based generator, which aims to explore the objective space
more effectively by modeling the distribution of promising
solutions.

The latent code z for the GAN generator is sampled from
a multivariate Gaussian distribution N (u, X), estimated from
the top-N/2 elite solutions 7; in the objective space

| N/2

/_,(/ = ]V_/2 £ l‘i (28)
| N/2

Z( ri— ) — ' (29)

“N2-1

This estimation reflects the evolving geometry of the objec-
tive space and allows the generator to sample from promising
regions adaptively. The GAN is trained with a standard
adversarial loss composed of three components

Ey,~p,[l0g D(r)] + Eynp, [log(1 — D(f))]
+ E:[log(1 — D(G(2)))] (30)

where P, and Py denote the distributions of real and generated
samples, respectively, and G(-) is the generator function. The
discriminator D is trained to distinguish between real elite
solutions and generated candidates, thereby guiding G to
match the target distribution.

During the offspring generation phase, GCMOEA integrates
generative modeling with traditional evolutionary operators
to achieve a balance between global exploration and local
exploitation. Specifically, a GAN-based generator samples
candidate solutions from the latent distribution learned from
high-quality individuals, facilitating exploration of underrep-
resented but promising regions in the search space. Currently,
the algorithm employs simulated binary crossover (SBX) and
polynomial mutation (PM) to enhance solution diversity and
improve convergence precision.

Given two parent individuals x; and x,, SBX generates two
offspring as follows:

yi=05-[(x1+x)—p-
y2=05[(x1+x)+8-

V(D) =
mlz)lx()

3D
(32)

Ix1 — x2[]
X1 — x2[]
where B is a spread factor used to control the exploration
range, which is drawn from a distribution parameterized by

crossover distribution index 7. and the solution dimensional-
ity N. A higher 7, results in more similarity to the parents. We
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set it to 20 following the default configuration in GMOEA,
which provides a balance between exploration depth and
convergence rate. Each offspring gene is further subject to PM
with probability 1/N. The mutated gene value y; is computed
as

y; =yi+ A - (xupper _ xlower) (33)

where the mutation strength A follows a polynomial
distribution

1
A= ) @ut =200 = ynom) ) T 1 =053,

1
1— (20 — ) +2(1 — 0.5)(1 = Ynorm)®T1) @FT | otherwise

where u© ~ U(0,1) and d,, is the distribution index that
controls the mutation granularity, a larger d,, results in smaller
perturbations. We also set d,,, to 20, consistent with the original
GMOEA design, which aims to evaluate the effectiveness of
the baseline under standard parameter settings rather than to
fine-tune it through hyperparameter optimization.

Here, y,orm denotes the normalized position of x; within its
predefined bounds

Xi— xl_ower

Ynorm = W' (35)

To mitigate potential instability introduced by the GAN
component and avoid premature overfitting, a decay-based
scheduling mechanism is introduced to adaptively control the
involvement of GAN in offspring generation. The probability
of utilizing GAN at generation i is defined as

NS
l
Pgan(i) = (1 - )
WmaX

where Wpax is the total number of generations. This schedul-
ing strategy ensures that the GAN contributes more during
early stages for facilitating global exploration, and gradu-
ally recedes in later stages, allowing traditional operators
to dominate for convergence refinement. The overall design
maintains a controlled balance between generative diversity
and evolutionary stability throughout the optimization process.

3) Theoretical Guarantee and Pareto Approximation
Analysis: Despite the heuristic nature of GCMOEA, this
section provides a theoretical perspective to demonstrate
its capability to approximate the Pareto front asymptoti-
cally through iterative evolution. Specifically, we analyze
the convergence properties of the population dynamics and
the preservation of Pareto-optimal solutions under the elitist
evolutionary framework.

Let x1,xp € R" be two candidate solutions. According to
the standard Pareto dominance relation, X; is said to dominate
x; (denoted x| < xp) if

fix1) <fixz) Viell,...,m}
fix1) < fi(x2), I e{l,...,m}

where f; denotes the ith objective function in an m-objective
optimization task.

To ensure convergence toward the Pareto front, GCMOEA
adopts a generational elitism mechanism. At generation f,
the current population P; produces an offspring population

(36)

X] < X) &< { 37
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Q; through variation operators. The population for the next
generation P, is then selected from the union P; U Q; using
nondominated sorting and diversity preservation, such that
Pt SND(P U Q) (38)
where N'D(-) denotes the operator that returns the nondomi-
nated set. This ensures that no individual in P4 is dominated
by any solution in the previous generation or among its peers,
thereby maintaining Pareto dominance.
To quantify the population’s convergence toward the Pareto

front, we employ a dominance coverage metric C(Pry1, Pr)
defined as

Hx € Py |y € Prt1, y XX}

C(Pt+17 Pl‘) - |P |
t

(39)

where a higher value of C (— 1) implies stronger selection
pressure and faster convergence toward the Pareto-optimal set,
since a larger proportion of the parent population is weakly
dominated or improved upon by offspring.

To mitigate premature convergence and maintain solution
diversity, a crowding distance mechanism is applied during
the selection phase, ensuring a well-distributed approximation
across the objective space. The interplay between convergence
pressure and diversity control underpins the theoretical sound-
ness of GCMOEA.

Furthermore, the incorporation of GAN-based offspring
generation extends the exploratory capacity by introduc-
ing diversity beyond the convex hull of existing solutions.
However, this mechanism inherently carries the risk of gener-
ating infeasible or suboptimal candidates, especially in early
generations. To address this, we design a linearly decaying
probability function Pgan(i), which ensures the GAN plays
a more exploratory role in the early stage but gradually
gives way to SBX and PM in later generations for stable
convergence and refined Pareto compliance.

Compared with traditional evolutionary algorithms, such as
NSGA-II and SPEA2, which rely solely on variation operators
and population heuristics, GCMOEA exhibits a data-driven
adaptation capability. The integration of GAN-based modeling
enables fine-grained exploration in high-dimensional search
spaces, where conventional dominance and crowding-based
strategies often exhibit premature convergence or insufficient
coverage of the Pareto front.

More critically, in many-objective scenarios where the
Pareto set is complex and sparsely distributed, the adversarial
dynamics allow the generator to internalize latent structural
patterns, facilitating targeted sampling and diversity enhance-
ment. Despite the minimal overhead introduced by GAN
training, the framework adopts a lightweight network archi-
tecture and semi-supervised updates, ensuring computational
feasibility.

Ultimately, this synergy between constraint-aware ranking
and GAN-guided sampling significantly improves the evolu-
tionary efficiency of GCMOEA, yielding superior performance
in terms of both convergence speed and Pareto front
diversity—advantages that are substantiated by our experimen-
tal results across multiple benchmark settings.
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Under the assumptions of finite population size and fixed
genetic operator parameters (crossover and mutation rates)
satisfying the conditions of weak ergodicity, the evolution-
ary process of GCMOEA can be modeled as a finite-state
Markov chain. Within this formalism, the algorithm’s dynam-
ics induce a stochastic transition system where, over an infinite
time horizon, the distribution over populations asymptotically
approaches a stationary distribution. This stationary distri-
bution is biased toward regions in the decision space that
correspond to high-quality, nondominated solutions, thereby
enabling weak convergence to the Pareto-optimal set.

Moreover, the effective search domain is projected onto the
feasible subspace by introducing a constraint-aware ranking
mechanism and feasibility-biased selection. This introduces an
implicit regularization on the Markov process, steering the
evolutionary trajectory toward the constrained Pareto front.
Although a strict proof of global convergence in the sense of
attaining the actual Pareto front is generally intractable due
to the combinatorial and stochastic nature of the problem,
convergence in expectation, that is, the population converging
in distribution toward a set of high-quality feasible solutions,
can be theoretically ensured. This level of convergence is
consistent with the analytical frameworks adopted by main-
stream evolutionary multiobjective optimization algorithms,
and aligns with the concept of asymptotic stability under
constraint-preserving dynamics.

IV. EXPERIMENTS

We evaluate the effectiveness of OptiPathNet in real
networks, detailing the experiment design, evaluation set-
ting, and core model performance. To assess OptiPathNet’s
performance, we created three real-world network topologies
using Mininet, based on small, medium, and large networks
from the Internet Topology Zoo shown in Fig. 6. We simulated
probe and benign traffic, along with malicious activities like
blind LFAs (BLFAs), port scanning (PS), and packet injection
(PD).

A. Experiment Setup

1) Cost Objectives: To ensure deployability in resource-
constrained environments, such as IoT networks, we impose
strict control over system overhead across three key
dimensions.

1) Traffic Identification Overhead: To reduce computa-
tional cost without compromising detection accuracy,
we employ KD to compress deep detection mod-
els into lightweight variants. This significantly lowers
memory and computation demands, enabling practical
deployment on edge devices while retaining robust
identification performance.

2) Camouflage-Induced Latency Cost: The performance
impact of delay injection is assessed via the average ratio
of added latency to normal transmission time. This met-
ric reflects the tradeoff between obfuscation strength and
user-perceived service quality, and is critical for evalu-
ating system acceptability in latency-sensitive scenarios.
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(a) (b)

Fig. 6. Multiscale topological architectures in IoT networks. (a) Claranet
(Node:15, Link:18). (b) Garr201112 (Node:61, Link:75). (c) Deltacom
(Node:113, Link:161).

3) Decision-Making Overhead: We measure the runtime
cost of generating delay injection strategies and execut-
ing control logic to assess real-time feasibility. This is
complemented by the probe traffic detection accuracy,
which jointly reflects the system’s responsiveness and its
ability to maintain effective defense under constrained
execution budgets.

2) Baseline: For comparison, we selected specific schemes
to evaluate traffic detection performance and NTO. It is worth
noting that OptiPathNet focuses on balancing link traffic by
increasing latency and adding TTL to bottleneck links rather
than modifying the network topology, distinguishing it from
existing obfuscation schemes (Table I).

3) Implementation Details: OptiPathNet is implemented
within a software-defined networking (SDN) framework that
programs packet forwarding rules in SDN controllers. It
utilizes real-world SDN topology data to simulate dynamic
networking environments in a virtual setting using Mininet.
The RYU controller handles probe packet inspection and delay
manipulation, allowing for customizable SDN control logic
and OpenFlow communication with switches for dynamic traf-
fic control. Written in Python, OptiPathNet enables seamless
integration and simulation of real-time network topological
changes.

4) Dataset: The Internet Topology Zoo! contains 261 real-
world network topologies from around the globe, designed for
network-related research and experimentation. The topologies
in Topology Zoo are provided in GML or GraphML formats,
enabling flexibility in network simulations and analysis for IoT
and other applications.

1) Claranet: This topology encapsulates the intricate
network configuration of Claranet, a managed ser-
vice provider offering cloud, security, and connectivity
services across Europe. It is a smart home IoT
network, consisting of a central gateway and multiple
interconnected room devices, reflecting the growing
complexity of modern residential IoT systems.

2) GARR201112: This topology models a multilayer IoT
infrastructure, such as the Industrial IoT. The structure
includes edge servers, field controllers, and sensors,
making it ideal for simulating IToT scenarios like smart
manufacturing or energy management.

3) Deltacom: This structure depicts the network topology
of a telecommunications provider in the Southeastern

1 https://topology-zoo.org/explore.html
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TABLE I
BASELINE METHODS
Model Description Q1/Q2

Flow-MAE [36] The original model without simplification. ©
Mini-Flow-MAE  Simplify the model by reducing parameters without employing KD. ©
NoProt Doesn’t run any topology obfuscation mechanism on the target network topology. >
. Candidate forests are randomly generated, and the optimal candidate is selected based on multiple objectives. A delay increase
Antitomo [25] . X 1)
is then applied to the probe flows.
RndPathNet The links requiring delay growth are identified through BFS, and delays are randomly added to the probe flow. )
The BFS algorithm is used to identify the links necessitating delay swiftly, and the suitable delay value for probe flows is
NSGAPathNet reckoned by NSGA-I1I. o
The semi-supervised KNN algorithm with incremental updating is used to detect probe flow. Then, a routing matrix is randomly
ProTo [28] .
generated as an obfuscation topology to compute the delay.
OptiPathNet Distilled-Flow-MAE identifies probe flow, while BFS quickly finds links necessitating delay/TTL increase without pre-

constructing the obfuscation matrix or topology. GCMOE A then determines the appropriate delay for probe flows.

United States. It focuses on backbone connectivity and
regional coverage and is well-suited for simulating IoT
use cases involving wide-area IoT deployments, such
as regional smart city applications or large-scale sensor
networks.

5) Attack Traffics for Evaluating: We evaluate the effec-
tiveness of OptiPathNet in both reconnaissance traffic
detection and link-level mitigation. To do this, we introduce a
diverse set of representative traffic types in our experimental
setup, covering the full attack lifecycle of LFAs, from initial
probing to execution.

1) Probe traffic models typical end-to-end inference
behaviors, characterized by high-frequency packet trans-
missions targeting a narrow set of hosts, with either
pronounced or minimal payload variability and size
fluctuations designed to perturb RTT and reveal path
structure.

2) Traceroute simulates internal cooperative probing, where
attackers incrementally increase TTL values to elicit
ICMP responses and infer hop-level topology; such
traffic typically features small, tightly ranged TTLs and
regular interpacket timing.

3) BLFA reflects the execution phase, wherein attackers
induce congestion by sending high volumes of legitimate
yet redundant packets to targeted links; this traffic is
highly bursty, short-lived, and concentrated on specific
paths with medium to large payload sizes.

4) PS emulates service fingerprinting via diverse TCP/UDP
port access attempts, with minimal variation in destina-
tion IPs but clear signatures in transport-layer flags.

5) PI involves the insertion of malformed or unauthorized
packets into ongoing sessions to achieve command injec-
tion or protocol spoofing, exhibiting structural anomalies
and protocol violations.

6) Challenge collapsar (CC) represents an application-
layer DoS attack using massive volumes of syntactically
valid requests (e.g., HTTP GET) to deplete server
resources; such traffic shows high request frequency,
concentrated target domains, and superficially normal
protocol behavior.

Among these, Probe and Traceroute represent the reconnais-
sance stage, enabling assessment of OptiPathNet’s early-stage
detection and reaction capabilities. The remaining types cor-
respond to flooding or DoS variants, reflecting the system’s

ability to generalize across attack execution scenarios. By
incorporating this heterogeneous traffic spectrum, we aim to
rigorously validate OptiPathNet’s detection adaptability and
defense robustness in realistic network environments.

6) Evaluation Metrics: In evaluating the traffic-aware
dynamic obfuscation method, we assess OptiPathNet’s recog-
nition performance through various metrics shown in Table II.

1) Accuracy measures the ratio of correctly iden-
tified packets of a specific type to the total
identified in Mininet. Let the set of traffic be
T = {(t1,y1), (t2,¥2), ..., (tn, yn)}, Where ¢ represents
network traffic and y denotes its category, which can be
“normal,” “probe,” “traceroute,” “BLFA,” “PS,” “PL)” or
“C&C.” Here, § equals 1 if the condition holds and 0
otherwise. We denote y; as the true category and y; as
the detected category.

2) False positive rate is the number of incorrect identifica-
tions divided by the total for that type.

3) Recall rate indicates how many true packets are accu-
rately identified.

4) Detection cost is the time incurred divided by delay,
gauged by sending the same packet density and number
twice using Mininet. The first test monitors traffic with-
out the SDN switch configuration; the second uses RYU
controller for monitoring. Latency before deployment
is represented as RL = {(I1,dy), (b, d2), ..., (Ly,dn)},
with the post-deployment delay as RL =
{(h,adp), (2, dy), ..., (ln, dy))

For evaluating multiobjective evolutionary topology obfus-

cation in OptiPathNet, four metrics are used.

1) Security: Measures the similarity between the attacker’s
inferred network topology based on end-to-end delay
and the actual topology.

2) Obfuscation Cost: Indicates the growth rate of associated
delay.

3) Obfuscation Efficiency: Time required to compute the
added delay.

4) Concealment: Ratio of the distance between the devia-
tion of the bottleneck link (DBL) and the longest path.

All reported results are computed as the average of 100
independent trials, each with randomized seeds and reinitialized
experimental conditions. Mean performance metrics are reported
along with standard deviation intervals (+1o) to quantify
statistical significance and demonstrate result stability.
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TABLE 11
EVALUATION METRICS

Metrics | Formula
) _ 1 8(yi=yAyi=y)
Accuracy ACC(y) = =5 sl=y
- _ Xit1 9(yi=Rylvi#Ry)
False Positive Rate FPR(y) = o 5@#3/1/)
Recall Rate RR(y) = w
5 1 (f(yﬁy)
. i _ Xizi(di—di)
Detection Cost DC = ST
. . N TED(T,T’)
Security Simi(T,T") =1 — TED(T,Z)+TED(T7,Z)
d}
Obfuscation Cost Cost(T,T") = Ei,jeD d:z -1
Obfuscation Efficiency T = Toptus — Torig
. , H(n,BS,nljgs)+H(nle,n,/Bd)
Concealment Dist(ig,lz) = a7

B. Evaluation of Traffic-Aware Dynamic Obfuscation

1) Accuracy: To evaluate the effect of traffic-aware
dynamic obfuscation, we conducted experiments using the
distillation method for the traffic identification model.
We compared three distillation algorithms, response-based,
feature-based, and relationship-based, with a nondistilled
direct parameter reduction model in Fig. 7.

Fig. 7(a) and (b) compares loss values, showing that distil-
lation algorithms effectively reduced training and evaluation
losses while preserving the teacher model’s performance. The
nondistilled model had high loss values, indicating a loss
of essential features during parameter reduction. Response-
based distillation improved losses but focused mainly on
final outputs. In contrast, feature-based (training: 0.137, eval-
uation: 0.063) and relationship-based distillation (training:
0.098, evaluation: 0.032) performed best, capturing fine-
grained knowledge from the teacher model.

Fig. 7(c) and (d) shows that distilled models surpassed the
nondistilled model in accuracy and recall. The nondistilled
model had an accuracy and recall of 0.976, with instability
during training. Feature-based distillation led with 0.990,
relationship-based achieved 0.987, and response-based reached
0.986, with the latter excelling in capturing feature interde-
pendencies.

In summary, distillation’s effectiveness hinges on utilizing
intermediate features rather than just the final output. Feature-
based and relationship-based distillation methods excel in
managing complex IoT traffic features, enhancing the student
model’s generalization and robustness. These insights aid in
designing efficient traffic identification models and optimizing
traffic-aware dynamic obfuscation. Experimental results show
that the method effectively balances model compression with
performance preservation, making it ideal for IoT traffic
identification tasks.

2) Efficiency-Accuracy Tradeoff: Fig. 8 evaluates the algo-
rithm’s effectiveness in balancing detection performance and
computational efficiency, which is critical for IoT scenarios
with resource constraints. Through KD, Distilled-Flow-MAE
achieved significant model simplification while maintaining
high accuracy, making it particularly suitable for IoT applica-
tions like edge computing and lightweight device deployments.

Distilled-Flow-MAE preserved 99% of the accuracy of
the original Flow-MAE, i.e., ACC: 98.5%, RR: 99%, while
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reducing model size by 11.93 times and computational costs
from 1.13% to 0.71%. In contrast, though efficient, Mini-
Flow-MAE showed degraded accuracy; CC dropped by 2.46%,
and FPR increased by 59.15%, highlighting the risk of direct
parameter reduction in losing critical feature representations.
Distilled-Flow-MAE processed 114.98 samples/s, making it
ideal for real-time IoT traffic detection. Its reduced size 28.53
MB and low computational requirements enable deployment
on resource-constrained IoT devices without compromising
detection accuracy.

By leveraging KD, Distilled-Flow-MAE strikes the optimal
balance between efficiency and accuracy. It addresses IoT-
specific challenges, such as limited memory, computation,
and real-time traffic monitoring, making it well-suited for
applications like anomaly detection in smart homes, industrial
IoT systems, and edge Al deployments.

3) Robustness: The experiments demonstrated in Fig. 9
depicted that OptiPathNet excels in detection robustness,
maintaining high accuracy and low FPR across diverse and
complex traffic scenarios, making it ideal for IoT applications
with dynamic and heterogeneous traffic. OptiPathNet achieves
over 99% detection rates across all network sizes, stabilizing
faster than ProTo. This early saturation highlights its abil-
ity to adapt to increased classification complexity without
performance degradation. With an FPR consistently below
1%, OptiPathNet reliably distinguishes detection flows from
regular traffic, outperforming ProTo, which struggles in more
complex scenarios. Unlike ProTo, OptiPathNet links fine-
grained classification with detection, ensuring efficiency and
accuracy even under high traffic diversity, a crucial feature for
IoT networks.

OptiPathNet’s robustness makes it particularly valuable for
IoT environments, such as anomaly detection in smart homes,
industrial IoT, and real-time edge monitoring. Its ability to
handle diverse traffic patterns and scale efficiently ensures
reliable performance in resource-constrained and dynamic IoT
scenarios.

C. Evaluation of Multiobjective Evolutionary Topology
Obfuscation

1) Obfuscation Effectiveness: Fig. 10(a) evaluates the
obfuscation effectiveness of topology manipulation mecha-
nisms, emphasizing their ability to reduce network similarity
and confuse attackers. It can be seen that OptiPathNet achieves
a similarity score below 0.4 for networks like Garr201112, out-
performing NSGAPathNet, while a more simple method like
ProTo exceeds 0.6. This demonstrates OptiPathNet’s ability to
obscure topology effectively by altering delay values, making
it more resilient to attacker inference in complex networks. As
network size grows, OptiPathNet and NSGAPathNet leverage
more conditions to confound attackers, while ProTo struggles.
Larger networks amplify obfuscation effectiveness, highlight-
ing OptiPathNet’s scalability and adaptability to diverse traffic
patterns. To empirically substantiate the convergence behavior
and algorithmic stability of GCMOEA, we analyze the evo-
lution of objective values over increasing generation counts
and subpopulation sizes. As shown in Table III, results are
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reported for early (iter 6), intermediate (iter 50), and later
(iter 100) stages of evolution. Across all reported objectives,
a clear trend of monotonic improvement is observed, par-
ticularly in high-dimensional objectives where the gain in
later generations becomes more prominent. This reflects the
progressive refinement of the solution set and indicates that
the approximated Pareto front becomes increasingly dense and
representative over time. Such empirical trends are in line
with the theoretical convergence expectations discussed above.
The algorithm demonstrates not only convergence in terms
of objective value improvement but also increased solution
stability across generations. Note that the convergence rate is
coupled with computational cost. As the number of generations
increases, the per-run computational burden also rises, which
can present practical constraints in resource-limited deploy-
ment scenarios. To this end, the experimental configuration
adopts a pragmatic tradeoff: selecting an upper bound on
the number of generations that balances convergence quality
with computational efficiency. This design choice ensures the
feasibility of the algorithm for real-world applications, while
still preserving its convergence advantages.

Accordingly, the robustness and scalability of OptiPathNet
render it suitable for IoT networks, where topology obfus-
cation is imperative for defending against targeted attacks.
Its capacity to adapt dynamically to diverse traffic patterns
ensures effective obfuscation in smart homes, industrial IoT,
and edge computing environments, providing a robust defence
mechanism with minimal computational overhead.

2) Obfuscation Cost: The experiment in Fig. 10(b) eval-
uates the obfuscation cost by analyzing delay growth rates,
highlighting how different methods balance obfuscation effec-
tiveness with network performance. OptiPathNet maintains
delay growth rates below 0.6 in networks like Garr201112
and Deltacom, outperforming NSGAPathNet (close to 0.7)
and significantly surpassing ProTo (above 1). Targeting probe
traffic reduces costs while avoiding unnecessary delays, unlike
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Fig. 10. Evaluation of obfuscation effectiveness with multiscale topologies.
(a) Similarity with the original topology. (b) Obfuscation cost.

Antitomo, which delays all traffic indiscriminately, leading to
inefficiency. For Scalability and Cost Efficiency, OptiPathNet
excels in larger networks, achieving lower obfuscation costs
with fewer iterations compared to NSGAPathNet in Table III.
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TABLE III
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oo |5 WooE . . . . ..
v iterations increase. Experimental results indicate that larger
g \ p . populations significantly increase computational latency—
2 ! exponentially so in large topologies—yet yield only marginal
improvements in security (as measured by structural similarity)
and limited gains in cost detection metrics, resulting in
s P N% suboptimal efficiency. From a practical standpoint, we recom-
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- N ; iz Uz mend adopting moderate population sizes and iteration counts
L . . . . . . .
Z that satisfy minimum security requirements while ensuring a
£ | g favorable balance between runtime and defense effectiveness.
=} AY . . . . .
= y Under default settings (50 iterations and population size of 10),
the average runtime per optimization round is approximately
23.6 s in small topologies and increases to 100.2 s in large
[ o2 h.: ones (evaluated on an Intel Xeon 64-core CPU). Runtime is
Z iy Kool g ool closely tied to both topological complexity and evolutionary
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< PO . .y .
9 = It is worth emphasizing that the OptiPathNet framework
A is particularly well-suited for periodic defense scenarios.
Although network traffic is dynamic, the macro-level structure
. oz of routing paths and connectivity tends to remain stable
i“i .“i N A i over short time windows. As such, real-time updates at the
z ) /8 B %’ bt packet level are unnecessary; instead, topology obfuscation
§ \ v can be periodically optimized using snapshot-based strategies.
§ X This approach effectively balances defense robustness and
' computational overhead, making it especially suitable for
Claranet Garr201112 Deltacom environments with high demands on stability and security,
such as critical infrastructure, enterprise networks, or data
Fig. 11. Visual comparison of obfuscated network structures under different centers
topologies. \

It balances scalability and performance, well-suited for com-
plex, resource-constrained environments.

In IoT networks, where low latency and efficiency are
critical, OptiPathNet’s ability to minimize delay growth while
maintaining robust obfuscation ensures seamless operation for
latency-sensitive applications, such as smart homes and indus-
trial ToT. Its selective targeting approach avoids performance
degradation, offering a scalable, cost-effective solution for
securing IoT networks against attackers.

3) Computational Efficiency: Table Il illustrates the varia-
tion in runtime across small, medium, and large-scale network

4) Obfuscation and Concealment: The experiment shown
in Fig. 11 fundamentally examines how strategic distortion
versus naive noise injection impacts adversarial perception of
network infrastructure. The visualization in Fig. 3 (solid lines:
actual Noprot links; dashed lines: attacker-inferred phantom
links; red lines: core bottleneck links) reveals critical distinc-
tions in obfuscation quality. While all three methods attempt
to mislead topology inference through delay manipulation,
their concealment efficacy diverges in how they exploit the
attacker’s cognitive blind spots.

It is demonstrated that how network obfuscation
strategies manipulate adversarial perception through
cognitive topology poisoning. While baseline methods
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(dashed lines), OptiPathNet’s multiobjective optimization
creates self-reinforcing phantom bottlenecks (red/dashed
overlaps) that mimic organic congestion patterns across
scales. In IoT ecosystems, this approach delivers unique
advantages: 1) resource-aware deception leverages micro-
delays indistinguishable from inherent device heterogeneity;
2) dynamic camouflage exploits IoT networks’ natural topology
fluctuations to mask artificial distortions; and 3) decentralized
persistence sustains obfuscation through coordinated edge-
device interactions without centralized control. The critical
innovation lies not in hiding infrastructure but in weaponizing
attackers’ inference models to accept fabricated bottlenecks
(red lines) as legitimate network artifacts—particularly vital
for IoT deployments where physical concealment is impossible
and attack surfaces evolve unpredictably.

Fig. 12 unveils time-aware concealment engineering where
OptiPathNet’s decaying obfuscation (confounding effect
< 0.67 in large networks) strategically exploits IoT’s intrinsic
dynamics. Unlike rigid methods whose static deception pat-
terns conflict with real-world network evolution, OptiPathNet
synchronizes phantom bottleneck erosion with IoT’s organic
churn. Its adaptive delay distortions mimic natural device
intermittency while maintaining critical red-line bottlenecks
as persistent perceptual anchors. The diminishing confound-
ing effect becomes a weaponized feature; attackers interpret
controlled deception decay as evidence of “authentic” network
behavior. At the same time, IoT’s inherent instability perpet-
ually renews the attack surface for sustained misdirection.

V. RELATED WORK

Topology protection remains a central topic in network
security [19], [20], [25], [26], [27], [28], [30], particularly
under the persistent threat of active probing attacks. Extensive
research has explored various forms of topology obfusca-
tion and camouflage strategies. These methods are generally
categorized based on adversarial capabilities into two major
classes: 1) defenses against internal cooperative probing and
2) defenses against external end-to-end inference. To provide a
structured overview, we summarize representative approaches
in each category and discuss their applicability.

A. Topology Obfuscation for Internal Cooperative Inference

These techniques typically manipulate TTL values of probe
packets, fabricate return paths, or spoof response behaviors
to mislead attackers’ inferences regarding the underlying
topology.
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Representative methods include Netobufu [30] and
Linkbait [20]. Netobufu generates fake routing paths and node
identifiers to mislead attackers and reduce their ability to
identify critical nodes. Linkbait redirects attacker attention
to decoy links near bottlenecks, the so-called “trap links” by
manipulating traffic redirection and flow distribution. EqualNet
[26] adjusts the routing of probe traffic across paths to balance
the load and obscure bottleneck routes, based on the idea
that flattening the flow density reduces the accuracy of the
inference.

A more recent line of work, exemplified by SpiderNet [19],
combines traffic classification with structure-aware topology
mutation. These methods leverage accurate probe detection
and Al-guided decision mechanisms to determine when and
how to apply latency distortion or randomized topological
responses, thereby enhancing robustness and adaptability in
obfuscation.

However, methods like EqualNet [26] show limited effec-
tiveness in highly dynamic environments involving IP mobility
or virtualization. To improve adaptability, NetHide [27] con-
structs virtual topologies by controlling node observability,
enabling tunable tradeoffs between usability and obfuscation
strength. Its approach emphasizes structural camouflage rather
than merely obfuscating traffic characteristics, although its
performance remains sensitive to the attack model and probing
patterns.

B. Topology Obfuscation for External End-to-End Inference

In this setting, adversaries launch probes from edge nodes
and infer the topology based on the latency profiles of returned
paths. The primary defense objective is to distort the inference
process by injecting controlled delay or randomness into the
latency matrix perceived by the attacker.

Representative  examples include ProTo [28] and
Antitomo [25]. ProTo identifies abnormal probing behavior
through large-scale PIs and KNN-based classification,
selectively delaying suspicious probe flows to disrupt inference
accuracy. Antitomo builds upon this idea by generating
multiple synthetic delay matrices, dynamically selecting the
most obfuscating topology under utility constraints. Similarly,
ChameleonNet [37] adopts a two-stage pipeline that first
constructs decoy topologies and then applies distortion to the
selected structure.

Recent approaches have also emerged, such as HBB-TSP
[18], which abstracts the network as a higher-order tem-
poral graph to generate time-evolving deceptive topologies.
EigenObfu [24] adopts eigenvector centrality as an alternative
to degree centrality for critical node detection and protection.

VI. DISCUSSION

Based on the preceding analysis, we provide new insights
into key limitations and unresolved issues in existing topology
obfuscation approaches.

1) Lack of Comprehensive Attacker Modeling: Most exist-
ing approaches adopt a two-stage defense paradigm,
namely, topology obfuscation followed by latency per-
turbation, but often fail to incorporate the attacker’s
adaptive and iterative inference capabilities. Specifically,
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adversaries can incrementally refine their attack strate-
gies through repeated measurements and feedback
loops, progressively converging on the true underlying
path structure [6], [38]. Representative methods include
ProTo, Antitomo, ChameleonNet, ARIEL, and HBB-
TSP. Although some internal inference defenses attempt
to mislead attackers through static camouflage, they tend
to incur considerable computational and deployment
overhead.

2) Over-Simplified Security Metrics: Several studies (e.g.,
Antitomo and NetHide) optimize for single objectives,
such as structural similarity or flow uniformity. While
these metrics serve as reasonable proxies for attacker
observability, they overlook the attacker’s epistemic
uncertainty, particularly in scenarios where bottleneck
locations are unknown a priori. This may result in blind
spots under stealthy or probabilistic attack models.

3) Inadequate  Probing  Identification =~ Mechanisms:
Although some works propose classification-based
detection mechanisms (e.g., ProTo uses lightweight
k-NN classifiers, and SpiderNet filters only traffic
requiring obfuscation), these methods often assume a
clear separation between probing and benign flows. In
practice, background traffic exhibits high variability,
and probe-only detection is insufficient for robust
camouflage.

4) Rigid Multiobjective Optimization Frameworks: Some
approaches, such as NetHide and Antitomo, require bal-
ancing multiple objectives with equal priority. However,
real-world deployment typically requires dynamic prior-
itization based on runtime constraints.

5) Limited Generalizability: Many methods cannot ensure
that attacker behavior conforms to a single model. For
example, EqualNet and Linkbait rely on IP anchoring
or static decoy nodes, which limits their adaptability
in dynamic environments. Meanwhile, methods like
ProTo and Antitomo rely heavily on latency injection,
which may cause backfire when used against internal
cooperative inference.

Our approach distinguishes itself by integrating fine-grained
structural similarity metrics with lightweight, real-time latency
modulation, thereby enabling a scalable and stealth-resilient
defense against both internal and external inference threats.

Furthermore, to facilitate a fair and relevant evaluation,
we select ProTo and Antitomo as our primary comparison
baselines for the following reasons.

1) Both methods are designed to defend against external
end-to-end inference attacks, which aligns with the
primary threat model addressed by our framework.

2) They exemplify delay-based obfuscation mechanisms
triggered by probing traffic, offering representative base-
lines for comparison with our real-time camouflage
strategy.

3) Compared to structural rewriting methods, such as
NetHide and EqualNet, ProTo and Antitomo demon-
strate greater practicality and deployability under the
evaluation constraints defined in our study.
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Note that this article discusses the feasibility of applying
TTL-based camouflage to defend against internal cooperative
probing, but this is not the core focus of our work. Rather
than directly addressing internal scenarios, we focus on experi-
mentally validating the effectiveness of our end-to-end defense
strategy, ensuring consistency between theoretical design and
empirical results.

VII. CONCLUSION

This article introduces OptiPathNet, an innovative frame-
work for proactive defense in IoT networks that combines
dynamic topology obfuscation with real-time traffic detec-
tion. Unlike traditional methods that isolate these tasks,
OptiPathNet enables a closed-loop interaction, allowing traffic
analysis to inform adaptive obfuscation policies and disrupt
attackers’ learning of network patterns. Our key innova-
tions include traffic-aware dynamic obfuscation, utilizing
lightweight traffic classification with multiobjective evolution-
ary optimization for real-time adaptation to network changes
and attack strategies, and multiobjective evolutionary topology
obfuscation. The GCMOEA algorithm applies multiobjective
principles to IoT security, balancing security, operational
efficiency, and energy constraints, representing a shift from
single-objective tradeoffs to comprehensive optimization in
resource-constrained environments.

Future work will explore federated learning for distributed
policy updates and blockchain-integrated trust mechanisms.
By bridging the gap between adaptive defense and IoT’s
unique constraints, OptiPathNet lays the foundation for a new
era of resilient, self-healing networks.
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